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1. Introducéao

O Standard Bank Angola (SBA) adota principios soélidos
de governanca corporativa, um dos quais é o uso e
aplicacdo de politicas e normas que definem e articulam
principios dentro dos quais o Grupo Standard Bank (SBG)
opera.

O SBA usa os guias do SBG para definir e articular as
normas minimas de tecnologia, praticas de suporte, bem
como as ferramentas, técnicas e processos. Todas as
normas de tecnologia sdo sustentadas pelos valores,
cbdigo de ética, estratégia de tecnologia e o exercicio de
bom senso de individuos responséaveis.

2. Aplicabilidade

De acordo com o modelo integrado operacional da
organizacdo, as normas de tecnologia sdo adoptadas e
executadas nos paises membros do Grupo, unidades de
negocios e fun¢des corporativas.

Se houver um requisito do SBG que nao esta refletido na
regulamentacao locai, os paises deverdo cumprir com 0s
requisitos locais. De igual forma, os paises devem
garantir que cumprem com requisitos regulatérios locais
especificos.

Caso as actividades de seguranga de tecnologias de
informacdo sejam terceirizadas ou coordenadas por
terceiros, os termos desta norma seréo aplicados.

3. Fungdes e Responsabilidades relacionadas com a

Norma

Para garantir que esta norma seja implementada,
executada e cumprida as seguintes responsabilidades
foram alocadas:

3.1. 0 Comité de Gestdo de Risco do Conselho de
Administracdo aprova a norma com base na
recomendacdo do Comité de Gestdo de Risco, e
inclui a mesma no registo de Normas de IT, nomeia
0 Responsavel pela Norma e confima uma
supervisdo de governanca adequada;

3.2. O Director de Engenharia é o proprietério desta

norma e delega a responsabilidade de

implementacdo da mesma ao Gestor do

Departamento de Seguranca de IT;

3.3. O Gestor do Departamento de Seguranca de IT é o

responsavel pela custdédia e avalia qualquer nédo

conformidade material ou conformidade parcial da
norma;

3.4.0s oOrgdos governanca de IT supervisionam a

aderéncia as normas de tecnologia do SBA. Usando

uma abordagem de aplicacdo ou explicacdo (a

aplicacdo de normas € assumida e uma explicacéo é

fornecida para todas as excepgoes);

1. Introduction
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The Standard Bank Angola subscribes to sound
corporate governance principles, one of which is the use
and application of policies and standards which define
and articulate principles within which the SBG Group will
operate.

SBA uses technology playbooks to define and articulate
minimum SBG standards, supporting practices, tools

and

techniques. All technology standards are

underpinned by the group values, code of ethics, the
group technology strategy and the exercise of good
judgement by responsible individuals.

2. Applicability

In keeping with the integrated operating company
archetype, group technology standards are taken and
executed by legal entities, business lines and corporate
functions.

If there is an SBG requirement that is not reflected in
local regulations, legal entities must comply with the
local requirements. Equally, if there are specific local

regulatory

requirements with which entities must

comply, they must ensure they do so.

In the event that technology security activities have been
outsourced or are conducted by third parties, the terms
of this standard shall be applied.

3. Roles and Responsibilities
Standard

related to this

In order to ensure that this standard is implemented,

executed

and complied with the following

responsibilities have been allocated:

3.1.

3.2.

3.3.

3.4.

The Board Risk Committee approves the standard
based on the recommendation of Risk Management
Committee, and includes it in the register of IT
Standards, appoints the Responsible for the
Standard and confirms adequate governance
oversight;

The Chief Engineering is the owner of this
standard and delegates the responsibility for the
implementation of this standard to the Manager of
IT Security;

The Manager of IT Security is the practice lead and
considers any material non-compliance or partial
compliance with the standard;

Technology governing bodies oversee adherence
to SBA technology standards. Using an apply or
explain approach (the application of standards is
assumed, and an explanation is provided for any
exceptions);
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3.5. 0 Gestor do Departamento de Seguranga de IT
garante que a revisdo desta norma seja feita sempre
que necessario.

4. Principios Padrao

O Departamento de Seguranca de IT do Banco é
responsavel pelo desenvolvimento, implementagéo e
manutencdo do programa de resiliéncia cibernética. O
programa esta alinhado a estratégia de tecnologia do
SBG, matrix de ameaca, apetite ao risco e a framework
de seguranca tecnoldgica, garantindo a conformidade
com a legislagdo e os regulamentos relevantes. A
framework € necesséria para controlar como o Banco
protege seus ativos tecnologicos, que incluem sistemas
em producdo, sistemas em desenvolvimento e sistemas
alojados em infraestruturas de terceiros de forma
sistemética e consistente.

A seguranca de IT do Banco é mandatada para
estabelecer e manter uma cultura de seguranca em todo
o0 Banco, garantir um ambiente de controle robusto,
garantindo que os requisitos das partes interessadas para
a protecdo de dados sejam atendidos continuamente,
com foco na confidencialidade (o risco de acesso nédo
autorizado a sistemas de dados e tecnologia), integridade
(risco de manipulacéo de dados) e disponibilidade (risco
de indisponibilidade de sistemas de dados e tecnologia
gquando necessario).

Essa norma informa e efectiva a dire¢do do Banco em
relacdo a gestao da resiliéncia cibernética. Os principios
de gestao de resiliéncia cibernética de tecnologias abaixo
sdo aplicados de maneira proporcional ao tamanho e
complexidade do pais membro do Grupo, unidade de
negocio ou funcéo corporativa.

Caso um dos principios abaixo ndo seja aplicado ao nivel
apropriado, o Gestor do Departamento de Seguranca de
IT (em conjunto com o Director de Engenharia) tem o
mandato de intervir e remediar a seu critério.

A framework de seguranca de IT é representada no
diagrama abaixo, assim como o0s principios de cada
componente:

Cultura
Comunidade

— Governanga

. Defectar g Prevenir

Comunidade
Cultura
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3.5. The Manager of IT Security ensures that a review
of this standard is conducted as and when required.

4. Standard Principles

The bank technology security function is responsible for
developing, implementing, and maintaining the cyber
resilience programme. The programme is aligned to the
SBG technology strategy, threat profile, risk appetite
and the technology security framework whilst ensuring
compliance with relevant legislation and regulations.
The framework is necessary to govern how the bank
protects its technology assets which include systems in
production, systems under development and systems
hosted by third parties in a systematic and consistent
manner.

The bank technology security function is mandated to
establish and uphold a culture of security across the
SBG, provide assurance on a robust control
environment, ensure that stakeholder requirements for
the protection of data are continually met, focusing on
confidentiality (the risk of unauthorised access to data
and technology systems), integrity (the risk of data being
manipulated) and availability (the risk of data and
technology systems being unavailable when needed).

This standard articulates and gives effect to the Bank
direction regarding the management of technology
cyber resilience. The technology cyber resilience
management principles below are applied in such a way
that is commensurate with the size and complexity of the
legal entity, business line or corporate function.

Should any of the principles below not be applied at the
appropriate level, the Manager of IT Security (in
conjunction with the Chief Engineering) has the
mandate to intervene and remediate at their discretion.

The technology security framework is depicted in the
diagram below and the principles for each component
are articulated below:

Detect




Apenas para Uso Interno / Internal Use Only

4.1. Governanca

4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

A framework de seguranca de IT informa a forma
como o Banco determina seus objetivos de
resiliéncia cibernética e tolerancia a riscos
cibernéticos, bem como identificar, mitigar e gerir
efectivamente riscos cibernéticos.

A framework abrange pessoas, processos e
tecnologia e alinha-se as estratégias de gestao de
riscos corporativos, bem como as normas
internacionais e nacionais.

A framework define claramente as funcdes e
responsabilidades necessérias para gerir 0 risco
cibernético e permite a medicdo e o relatorio
precisos do estado do controlo de seguranca
cibernética.

A framework inclui a gestao de riscos cibernéticos
apresentados por provedores de servicos e
terceiros.

A adequacéo da framework de seguranca de IT &
avaliada e medida anualmente por meio de testes
e andlises independentes realizados por entidades
externas qualificadas.

O investimento em resiliéncia cibernética é
apropriado em valor e priorizacdo e esta
claramente articulado nos niveis relevantes da
organizacdo. O impacto de qualquer trade-off é
identificado e, quando necessario, escalado.

4.2. ldentificagéo / Previséo

4.2.1.

4.2.2.

4.2.3.

4.2.4.

Os sistemas de suporte a operagbes criticas
(sistemas voltados para o cliente / que afetam o
cliente) sdo protegidos contra riscos numa ordem
de prioridade.

Os sistemas criticos sdo determinados com base
no perfil de ameacas e no risco cibernético.

Um inventario de activos, configuragbes do
sistema e direitos de acesso sao mantidos.

A resiliéncia cibernética leva em consideracao o
risco representado pelas interconexdes com
outros sistemas internos e externos.

4.3. Protecéo / Prevencao

4.3.1.

4.3.2.

Controles de protecdo adequados minimizam a
probabilidade e o impacto do ataque cibernético.

Os sistemas s&8o projetados para serem
resistentes a ataques cibernéticos e incidentes.
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4.1. Governance

4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

The technology security framework articulates
how the Bank determines its cyber resilience
objectives and cyber risk tolerance, as well as
how to effectively identify, mitigate, and manage
cyber risks.

The framework covers people, process and
technology and aligns to enterprise risk
management strategies as well as international
and national standards.

The framework clearly defines roles and
responsibilities for managing cyber risk and
allows for the accurate measurement and
reporting of the status of cyber security control
status.

The framework includes the management of
cyber risks posed by service providers and third
parties.

The adequacy of the technology security
framework is assessed and measured annually
through independent testing and reviews carried
out by qualified third parties.

The investment in cyber resilience is appropriate
in value and prioritisation and is clearly
articulated at the relevant levels in the
organisation. The impact of any trade-off is
identified and where necessary escalated.

4.2. ldentification / Prediction

4.2.1.

4.2.2.

4.2.3.

4.2.4.

Systems supporting critical operations (customer
facing/customer affecting systems) are protected
against compromise in order of priority.

Critical systems are determined based on threat
profile and cyber risk.

An inventory of assets, system configurations
and access rights are maintained.

4.2.4 Cyber resilience considers the risk posed
by interconnections with other internal and
external systems.

4.3. Protection / Prevention

4.3.1.

4.3.2.

Appropriate protective controls minimise the
likelihood and impact of cyberattack.

Systems are designed to be resilient to cyber-
attacks and incidents.
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4.3.3.

4.3.4.

4.3.5.

4.3.6.

Um forte ambiente de controle de tecnologia &
mantido para oferecer suporte a resiliéncia
cibernética, incluindo protecdo de dados, gestédo
de alteracbes e requisitos minimos de seguranca.

O acesso fisico e logico a aplicagbes de negocios,
sistemas de informacéo, redes e dispositivos de
computacao deve ser concedido com base numa
necessidade e de acordo com a politica de gestao
de acesso ldgico.

O acesso privilegiado ao sistema € protegido por
fortes controles de autenticacdo, limitado a uma
equipa autorizada especifica e registado para
atividades maliciosas.

Todos o0s funcionarios recebem formacgéo
adequada e sdo consciencializados sobre a
matéria, com base em seu perfil de risco.

4.4. Deteccgéo

4.4.1.

4.4.2.

4.4.3.

Os sistemas sdo monitorizados continuamente
(em tempo real ou quase em tempo real) para
detectar atividades e eventos anémalos.

Controlos criticos de seguranca sdo monitorizados
continuamente quanto a falhas ou excepgoes.

Os recursos de monitorizacdo e detecgdo devem
facilitar o processo de resposta a incidentes
cibernéticos e apoiar a recolha de informacdes
para o processo de investigacao forense.

4.5. Resposta e Recuperacéo

45.1.

4.5.2.

4.5.3.

4.5.4.

4.5.5.

O IT é o responsavel pela custddia e alinhado com
0 BCM devera ter planos de resposta definidos
para todos os riscos cibernéticos identificados.

Caso a reposi¢éo dos servigos ndo seja possivel,
existem planos de contingéncia, incluindo a
reversao para processos manuais.

Os planos de resposta séo testados e actualizados
regularmente para incluir novas ameacgas.

Os sistemas sdo projectados para facilitar a
resposta a incidentes, incluindo o registo de
eventos de sistemas e ac¢des do utilizador.

Os backups de dados estéo disponiveis de acordo
com os objetivos de recuperacao, incluindo dados
de terceiros.

4.3.3.

4.3.4.

4.3.5.

4.3.6.
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A strong technology control environment is
maintained to support cyber resilience including

data protection, change management and
minimum security requirements.
Physical and logical access to business

applications, information systems, networks and
computing devices must be granted on a need-
to-basis and in accordance with the logical
access management policy.

Privileged system access is protected through
strong authentication controls, is limited to
specific authorised staff and is logged for
malicious activity.

All staff are provided with appropriate training
and awareness based on their risk profile.

4. 4. Detection

44.1.

4.4.2.

4.4.3.

Systems are continuously monitored (in real time
or near real time) to detect anomalous activities
and events.

4.4.2 Critical security controls are continuously
monitored for failure or exceptions.

4.4.3 Monitoring and detection capabilities
should facilitate the cyber incident response
process and support information collection for
the forensic investigation process.

4.5. Response and Recovery

4.5.1.

45.2.

4.5.3.

4.5.4.

4.5.5.

IT is the sole custodian and should have
response plans defined for all identified cyber
risks aligned with BCM.

In the event that resumption of services is not
possible, there are contingency plans, including
reverting to manual processes.
Response plans are regularly tested and
updated to include new threats.

Systems are designed to facilitate incident
response, including logging of system events
and user actions.

Backups of data are available in line with
recovery point objectives, including data at third
parties.
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4.6. Capacidade de Teste

4.6.1. O programa de resiliéncia cibernética é testado
anualmente para validar a sua eficacia.

4.6.2. Os testes incluem campanhas de phishing,

avaliacBes de vulnerabilidades, criacdo de perfis

de risco, simulagbes com a equipa especializada

(Red Team) do Grupo e testes de penetragao.

4.7. Consciéncia/ Comunidade

4.7.1. A informacdo sobre ameacas cibernéticas é
recolhida de vérias fontes para prever possiveis
ameacas a operacdes criticas (por exemplo,
assinaturas de inteligéncia de ameacas, grupos de
partilha de informacdes locais e globais etc.).

4.7.2. A equipa de Seguranca de IT local recebe do
Centro de Operacbes de Seguranca Cibernética
(CSOC) a informagdo sobre a analise de
ameacas, e tem a responsabilidade de mitigar os
riscos cibernéticos.

4.7.3. As licbes apreendidas sobre informagéo sobre
ameacas sdo usadas para definir melhorias no
programa de resiliéncia cibernética.

4.8. Aprendizagem e Evolugéo / Cultura

4.8.1. A andlise da causa de incidentes é realizada apés
a recuperacdo dos incidentes e as licbes
aprendidas informam a prioridade das iniciativas
de resiliéncia cibernética.

4.8.2. As competéncias de seguranca sdo desenvolvidas

continuamente para acompanhar as Ultimas

tendéncias, ferramentas e técnicas de tecnologia
usadas pelos invasores.

4.8.3. A resiliéncia cibernética é medida usando métricas

e modelos de maturidade apropriados.

5. Accéao Disciplinar

A adocéao dos principios desta norma é obrigatoria e a ndo
conformidade relevante sera submetida ao Diretor de
Sistemas de Informacéo pelo Gestor do Departamento de
Seguranca de IT. Negligéncia ou ma conduta podem
resultar na instauracéo de procedimentos disciplinares.
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4.6. Testing Capability
4.6.1. The cyber resilience programme is annually
tested to validate effectiveness.

4.6.2. Testing includes mock phishing campaigns,
vulnerability assessments, threat profiling, red
team exercises and penetration testing.

4.7. Situational Awareness / Community

4.7.1. Cyber threat intelligence is gathered from a
number of sources to predict possible threats to
critical operations (for example threat
intelligence subscriptions, local and global
information sharing groups, etc.)

4.7.2. The local IT Security Team receives from Cyber
Security Operations Centre (CSOC) the threat
intelligence information, with the responsibility to
mitigate cyber risks.

4.7.3. Learnings from threat intelligence are used to

define improvements in the cyber resilience
programme.

4.8. Learning and evolving/culture

4.8.1. Analysis of the root-cause is conducted after
recovery from incidents and lessons learnt
inform the priority of cyber resilience initiatives.

4.8.2. Security skills are continuously developed to
keep up with the latest technology trends, tools

and techniques used by attackers.

4.8.3. Cyber resilience is measured using appropriate

metrics and maturity models.

5. Disciplinary Action

Compliance with the principles in this standard is
mandatory and any material non-compliance will be
referred to the Chief Engineering by the Manager of IT
Security. Negligence or misconduct could result in
disciplinary procedures being instigated.
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6. Informacado Relacionada

Esta secdo inclui informacbes relacionadas que os
responsaveis pela presente norma precisam conhecer

para cumprir totalmente com a mesma.
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6. Related Information

This section includes related information that the owners
of the standard needs to know in order to fully comply
with this standard.

Tipo Docur_nento ! Referéncia Type Docum_ent/ Reference
Autoridade Authority
Norma ISO/IEC 27001; !SO/IEC; 27001 International ISO/IEC 27001; !SO/IEQ 27001
Internacional 2013; ISO/IEC international standard Standard 2013; ISO/IEC international standard
27002; 2013 CoBIT 27002; 2013 CoBIT
Guidance on cyber . Guidance on cyber
Norma . CPMI-IOSCO resilience for fizancial International CPMI-IOSCO resilience for fi?]lancial
Internacional . Standard )
market infrastructures market infrastructures
Politica Infqrmatlon risk Group Operational Risk Policy Infqrmatlon risk Group Operational Risk
policy policy
Logical Access Logical Access
Politica Management Group Operational Risk Policy Management Group Operational Risk
Policy Policy
SBG Technology [SBG Technology SBG Technology [SBG Technology
Playbooks Playbooks Toolbox Playbooks Playbooks [Toolbox

7. Administracao da Norma

7. Administration

Responsével pela Custddia Practice Lead
Nome: Castro Marques Name: Castro Marques
Titulo: Gestor Title: Manager
Departamento: Seguranga de IT Department: IT Security
Telefone: +244 924 971 551 Telephone: +244 924 971 551
Email: Castro.Margues@standardbank.co.ao Email: Castro.Margues@standardbank.co.ao
Responsével Accountable
Nome: Abdul Razac Name: Abdul Razac
Titulo: Director Title: Chief Engineering
Departamento: Direccéo de Sistemas de Informacéo Department: Information Technology
Telefone: +244 924 970 837 Telephone: +244 924 970 837
Email: Abdul.Razac@standardbank.co.ao Email: Abdul.Razac@standardbank.co.ao
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